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Abstract: 

The paper discusses public key cryptography such as ECC, RSA and also gives mathematical 

explanations on the working of these algorithms. The paper also proposed an ECC algorithm for 

secure text based cryptosystem. 

 

Keywords: Elliptic curve cryptography, RSA 

 

1 INTRODUCTION: 

Public or asymmetric key cryptography involves the use of key pairs: one private key and one 

public key both are required to encrypt and decrypt a message or transmission. The private key, 

not to be confused with the key utilized in private key cryptography, is just that, private. It is not 

to be shared with anyone. The owner of the key is responsible for securing it in such a manner 

that it will not be lost or compromised. On the other hand, the public key is just that, public. 

Public key cryptography intends for public keys to be accessible to all users. In fact, this is what 

makes the system strong [2, 4]. If a person can access anyone public key easily, usually via some 

form of directory service, then the two parties can communicate securely and with little effort, 

i.e. without a prior key distribution arrangement. 

 

 A Public key scheme has five ingredients. 

 Plaintext: This is the message or data that is fed into the algorithm as input. 

 Encryption algorithm: The encryption algorithm performs various transformations on the 

plaintext. 

 Public and private keys: This is a pair of keys that have been selected so that if one is used 

for encryption, the other is used for decryption 

 Cipher text: This is the scrambled message produced as output. 

 Decryption algorithm: This algorithm accepts the ciphertext and the matching key and 

produces the output. 
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Public-key cryptography is a cryptographic approach which involves the use of asymmetric key 

algorithms instead of or in addition to symmetric key algorithms. Unlike symmetric key 

algorithms, it does not require a secure initial exchange of one or more secret keys to both sender 

and receiver. The most widely used public key cryptosystem is RSA, ECC. 

 

2 RSA: 

RSA is one of the most popular and successful public key cryptography algorithms. The 

algorithm has been implemented in many commercial applications. It is named after its 

inventor‟s Ronald L. Rivest, Adi Shamir, and Leonard Adleman. They invented this algorithm in 

the year 1977.  It is very simply to multiply numbers together, especially with computers. But it 

can be very difficult to factor numbers. It is based on the following idea [3]. 

 Prime generation is easy: It‟s easy to find a random prime number of a given size. Prime 

numbers of any size are very common, and it‟s easy to test whether a number is a prime. 

  Multiplication is easy: Given p and q, it‟s easy to find their product, n = pq. 

  Factoring is hard: Given such an n, it appears to be quite hard to recover the prime factors 

p and q. 

  Modular root extraction the reverse of modular exponentiation is easy given the prime 

factors. 

  Modular root extraction is otherwise hard. 

 

2.1 RSA ALGORITHM 

 Generate a pair of large, random primes p and q. 

 Compute the modulus n as n = pq. 

  Select an odd public exponent e between 3 and n-1 that is relatively prime to p-1 and q-1. 

 Compute the private exponent d from e, p and q.  

  Output (n, e) as the public key and (n, d) as the private key. 
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The encryption operation in the RSA cryptosystem is exponentiation to the eth power modulo n: 

 

 

The decryption operation is exponentiation to the d
th

 power modulo n: 

 

 

 

3 ELLIPTIC CURVE CRYPTOGRAPHY: 

Elliptic Curve Cryptography (ECC) is a public key cryptography [8, 3]. In public key 

cryptography each user or the device taking part in the communication generally have a pair of 

keys, a public key and a private key, and a set of operations associated with the  keys to do the 

cryptographic operations. Only the particular user knows the private key whereas the public key 

is distributed to all users taking part in the communication. Some public key algorithm may 

require a set of predefined constants to be known by all the devices taking part in the 

communication. „Domain parameters‟ in ECC is an example of such constants. Public key 

cryptography, unlike private key cryptography, does not require any shared secret between the 

communicating parties but it is much slower than the private key cryptography. 

The mathematical operations of ECC is defined over the elliptic curve y
2
 = x

3
 + ax + b, where 

4a
3
 + 27b

2
 ≠ 0. Each value of the „a‟ and „b‟ gives a different elliptic curve. All points (x, y) 

which satisfies the above equation plus a point at infinity lies on the elliptic curve. The public 

key is a point in the curve and the private key is a random number. The public key is obtained by 

multiplying the private key with the generator point G in the curve. The generator point G, the 

curve parameters „a‟ and „b‟, together with few more constants constitutes the domain parameter 

of ECC. One main advantage of ECC is its small key size. A 160-bit key in ECC is considered to 

be as secured as 1024-bit key in RSA. 

The security of ECC depends on the difficulty of Elliptic Curve Discrete Logarithm Problem. Let 

P and Q be two points on an elliptic curve such that kP = Q, where k is a scalar. Given P and Q, 

it is computationally infeasible to obtain k, if k is sufficiently large. k is the discrete logarithm of 

c = ENCRYPT (m) = me mod n. 

m = DECRYPT (c) = cd mod n. 
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Q to the base P. Hence the main operation involved in ECC is point multiplication i.e. 

multiplication of a scalar k with any point P on the curve to obtain another point Q on the curve. 

 The basic EC operations are point addition and point doubling. Elliptic curve cryptographic 

primitives require scalar point multiplication 

 

4 TEXT BASED CRYPTOGRAPHY USING ECC: 

This paper describes the text based elliptic curve cryptosystem The attractiveness of using 

elliptic curves arises from the fact that similar lever of security can be achieved with 

considerably shorter keys. In text based cryptosystem first transforming the message into affine 

point on the elliptic curve (EC), over the finite field. In ECC we normally start an with base 

points called p(x, y) & message points which lies on the elliptic curve. This paper investigates 

the process of encryption/decryption of a text message, improves the algorithms for these 

operations with the goal of increasing the speed and decreasing the required memory. It also 

presents elliptic curves over finite fields. Use some addition & doubling equations for encrypt & 

decrypt the messages. 

The typical Elliptic Curve is represented by 

Y
2
 mod 23 = x

3
+x mod 23 

Points on the curve can be found as shown in Table 1        

 

 

 

 

 

 

 

 

(0,0) (0,0) (16,8) (16,15) 

(1,5) (1,18) (17,10) (17,13) 

(9,5) (9,18) (18,10) (18,13) 

(11,10) (11,13) (19,1) (19,22) 

(13,5) (13,18) (20,4) (20,19) 
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To do operations with EC points in order to encrypt and decrypt the points are to be generated 

first. 

 

4.1 ECC OPERATIONS 

To determine 2P, P is doubled. This should be an affine point on EC. Use the following equation. 

Equation for doubling 

S = [(3Xp2 + a)/2yp] mod p  

Then 2P has affine coordinates (XR, YR) given by: 

XR = (S2- 2 Xp) mod p 

YR = [S (Xp - XR) - yp] mod p 

 

Now to determine 3P, we use addition of points P and 2P. Now the Equation is: 

Equation for addition  

S = [(YQ- yp) / (XQ - Xp)] mod p 

XR = (S - Xp - XQ) mod p 

YR = [(S (Xp - XR) -yp] mod p  

The scalar point multiplication is the main operation in EC.Therefore we apply doubling and 

addition depending on a sequence of operations determined for 'l'. Every point (XR, YR) 

evaluated by doubling or addition is an affine point (points on the Elliptic Curve). The base point 

P is selected as (0, 1). Base point implies that it has the smallest (x, y) co-ordinates which satisfy 

the EC. , p is another affine point, which is picked out of a series of affine points evaluated for 

the given EC. In ECC we normally start with an affine point called P(x, y). These points may be 

the Base point (G) itself or some other point closer to the Base point. Base point implies it has 

the smallest (x, y) co-ordinates, which satisfy the EC. 
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4.2 PROPOSED ALGORITHM FOR TEXT BASED ECC 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This subtraction is another ECC procedure involving doubling and addition. But the only 

difference is that the negative term will have its y co-ordinate preceded by a minus sign.  

 

4.3 EXAMPLE OF PROPOSED WORK  

  Let the string be “Welcome”. 

The first character whose ASCII value is calculated is „W‟. The ASCII value of W=87. 

Therefore 

Nm= 87*M 

Where, M is the message point. Let it be (17, 13). Nm=New Message Point 

Enter the string to be encrypted 

//a ASCII value 

//M message point 

//Nm new message point 

Calculate String length 

Then calculate Nm=a*M 

//Encryption  

// P is the base point of EC  

// ka is the private key 

// I is random no 

// kaP is public key of receiver 

Cipher Text= {C1, C2} 

Encryption C1=I*P & C2= (I*kap+ Nm) to user A. 

Now, user B sends 2 coordinates: C1=I*P & C2= 

(Nm + I*kap) to user A. 

 

// Decryption 

 Let lP be the first point. 

 Let Nm+l*ka*P – l.P be the second point. 

 

And Decryption Process is reverse in Encryption. 

  User A sends 2 coordinates: C2-C1=Nm 



             IJMIE                 Volume 1, Issue 7                 ISSN: 2249-0558  
__________________________________________________________         

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories 
Indexed & Listed at: Ulrich's Periodicals Directory ©, U.S.A., Open J-Gage as well as in Cabell’s Directories of Publishing Opportunities, U.S.A. 

International Journal of Management, IT and Engineering 
 http://www.ijmra.us                                             

 
174 

December 
2011 

So NM= 87 * (17, 13); 

Now Addition and doubling will be used to calculate this product.  

The following values will be calculated: 

M=17, 13 

 

 

 

 

 

 

 

 

The multiplication of the points is implemented by the repeated addition and doubling strategy of 

ECC technique. 

All these steps will be covered in the Scalar Multiplication Function. 

Now the New message point corresponding to Character „W‟ is Nm=87M.  

This is stored in 1st position of array Nm []. Thus, Nm [0] =87M. 

Now, user B sends 2 coordinates: C1=1*P & C2= (Nm + I*kap) to user A. 

 

4.4 ADVANTAGES OF THE PROPOSED   WORK 

By this new approach, many benefits can be achieved which are summarized as: 

 Security: The Proposed method provides the better security. The smaller key size makes 

possible much more compact implementations for a given level of security, which means 

faster cryptographic operations.  

Apply Doubling to find 2M 

Apply Doubling to find 4M 

Apply Addition to find 5M 

Apply Doubling to find 10M 

Apply Doubling to find 20M 

Apply Addition to find 21M 

Apply Doubling to find 42M 

Apply Doubling to find 84M 

Apply Addition to find 85M 

Apply Addition to find 86M 

Apply Addition to find 87M 
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 Decreased memory space. with the help of algorithms convert the integer key to character 

value. Because character takes less space as compared to integer. 

 

5 DISCUSSIONS & CONCLUSION: 

In this paper, Text based Elliptic Curve Cryptosystem is presented. This investigates and 

improves the algorithms for these operations with the goal of increasing the speed and decreasing 

the required memory. In text based cryptography in which each character in the message is 

represented by its ASCII value. Each of these ASCII value is transformed into an affine point on 

the EC, by using a starting point. Transformation of the plaintext ASCII value by using an affine 

point is one of the contributions of this work. 
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